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From a world

full of data...

….to a 

data driven 
world!
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Data Mining: 

“data processing using sophisticated data search capabilities 
and statistical algorithms to discover patterns and 
correlations in large preexisting databases; a way to discover 
new meaning in data” (Princeton University wordNet)
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Data Mining: 

“We define data mining as the process of finding interesting 
structure in data.[...] A  data  mining  session  uses  one  or  
several  algorithms  for  the  purpose  of  identifying  interesting  
trends  and  patterns  within  data.  The  knowledge  gained  
from  a  data  mining session is a generalized model of the data” 
(R. J. Roiger, Data Mining. A tutorial-based Primer, 2017)
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Data Mining: 

Data Mining (DM) is the crucial step in the process of 

knowledge discovery consisting in the analysis of large 

quantities of Data aiming at the extraction of non-trivial 
information, potentially useful, implicit and previously 
ignored, that can be arranged in patterns to be applied in 
further decision making processes (M. Bramer, Principles of Data Mining, 
2016; A. K.Maheshwari, Business Intelligence and Data Mining, 2015)
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Why DM is so important today: 

1) the amount of Data produced is constantly changing; 

2) Data are personal footprints giving hints about subjects we may want to have 
some more knowledge about;

3) Models based on data are “somewhat” justified tools for decisions making; 

4) Models based on group profiling, create the basis for general policies so...

5) ...they can generate a “modeling loop”.
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Why DM is so important today: 

 “modeling loop”: (when models are used to predict and regulate mass 
behaviours) 

from reality (gathering of data) to a model (through DM 
techniques) and from the model to reality again (through 
the consequent adaptive behaviors)

 social conformism based on adaptation to expectations connected to “virtual” 
groups and roles.



General Overview of DM criticisms

1) privacy/surveillance; 

2) discrimination and of social inequalities;

3) social exclusion, lack of transparency and participation;

4) methodological issues: “performative” efficacy of any social inquiry 
(Kennedy, 2016; Boyd, Crawford, 2012;Marvick, 2012; Turow, 2011; Law, Urry, 2004). 
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Specific criticism: - ambiguity of “knowledge discovery”

What is discovered is:

a) some “new” personal data (“knowledge of causal 
relations”);

b) some “feature” of the model (“knowledge of 
correlations”).

Ambiguity may be the result of unclarified ontology of data
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Is the basis for the legal use of some personal 
data sufficient also to fairly/legally deal with the 
new “knowledge” found through DM?

Different ethical and legal consequences 
(e.g. art. 13 or 14 GDPR)

According to a), no. (since the new ones 
actually ARE personal data)

According to b), yes (since the new ones 
are not personal data)



Data Mining  - C. Sarra

General Data Protection 
Regulation (GDPR, 679/2016)

1) Definitions art. 4 

2) Principles art. 5;

3) Lawfulness art. 6

4) Rights: 13, 14, 15

5) Automated decisions: art. 22
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The Italian Declaration of 
Internet Rights (2015)

1) Not a formally binding act; 
2) Principle based;
3) Soft Law approach: 

a) social and cultural effects;

b) language building; 
c) interpretative habits
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The Italian Declaration of 
Internet Rights (2015)

1)Art. 6: right to know technical 
procedures;

2) Art. 8: Automated processing;

3)Art.93: use of algorithms and probabilistic 
techniques should be disclosed; right to 
oppose the construction and 
dissemination of profiles. 
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The Italian Declaration of 
Internet Rights (2015)

Art. 56

Consent does not constitute a legal 
basis for the processing of data when 
there is a significant imbalance of 
power between the data subject and 
the data processor. 
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Conclusions

1) DM is useful as long as it produces NEW insight, NEW “knowledge”;

2) If it is NEW then it is uncertain wether the legal basis given for the 
starting data con be extended to it ------ uncertainty can be the origin of 
the sense of abuse in particular situations;
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Conclusions

3) the term “knowledge” can be misleading since it may hide different 
possible relevant meanings (as well as an unclarified ontology of data) 

4) The IDRI and GDPR do not tackle this point explicitly and recurring to 
principles can be ambiguous: consent, transparency and information 
duties
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Where to go from here: 

a) Deepening the dynamics of the “modeling loop” with reference to 
“virtual” groups;

b) Introducing a “epistemological precautionary principle” (EPP) in 
defining DM and data-related issues;

c) Stepping into specific DM techniques and algorithm to elucidate 
specific problematic;

d) creating interdisciplinary commitee to monitor the elaboration of 
models. 


	Diapositiva 1
	Diapositiva 2
	Diapositiva 5
	Diapositiva 6
	Diapositiva 7
	Diapositiva 8
	Diapositiva 9
	Diapositiva 10
	Diapositiva 11
	Diapositiva 13

